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1. Executive summary 
This deliverable describes the status of the Plan4Act-designed and -developed devices and interfaces that 

will allow the connection between the Smart House Living Lab and the Smart Cage environment (WP1) via 

the neural network controllers from WP2 and WP3. In the following, the interaction between the Smart Cage 

and the Smart House is described and the design and tests of the Smart House 3D-simulation is presented. 

Afterwards, a description of the Smart House Living Lab services is presented, focussing on the universal open 

platform and other requirements and features required to allow in general connections between the Smart 

House and other devices as the one from WP3. 
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2. Introduction 

2.1. Smart House Living Lab Description  

The Smart House Living Lab is a real “intelligent” house, fully equipped with the usual services of a 

conventional house where, in addition, different ICT technologies (sensors and actuators) are distributed 

extensively in the living areas within the ceilings and walls, remaining invisible to users. These sensors 

monitor different context changes, such as temperature, lighting conditions, energy consumption, etc. It has 

also a control and observation area, which allows monitoring the use of services and applications within the 

living area in a non-intrusive way, and a specific room with a Virtual Reality infrastructure for virtual 

simulation of different scenarios and rapid prototyping of new services. The mission of the Smart House 

Living Lab is the research and development of technology and services in the Ambient Intelligence context 

using pervasive sensors and actuators. It promote a wide range of services and applications, such as energy 

efficiency, domotic services, prevention and care of the welfare of people, support for social inclusion and 

the independent living of fragile and dependent groups, among others. These services are developed in all 

stages of the value chain: training, experimental research, technological development and technology 

transfer. Within the living lab environment, testing and evaluation approaches are conducted in order to 

analyse the usability and performance of third-party applications and services that require a user-friendly 

environment with high connectivity and interoperability. 

The Smart House living lab was conceived in the context of the CIAMI (Experimental Centre of Ambient 

Intelligence Services and Applications) project under the Plan Avanza Program of the Spanish Ministry of 

Industry, Tourism and Commerce and the Life Supporting Technologies (LifeSTech) research group at the 

Universidad Politécnica de Madrid. 

2.2. 3D Smart House Living Lab simulator  

Nowadays there are several ICT solutions and devices available on the market that help people with cognitive 

and motor disabilities in everyday living situations and improve their quality of life (QoL). Most of them were 

designed to address the needs of people with mild physical and cognitive impairments. However, these 

solutions are not useful and applicable to people with severe physical and cognitive impairments. An ICT 

solution based on Brain Computer Interfaces (BCI) seem to be the most suitable tool to address their specific 

needs. Inferring actions from action-predicting neural activity of complex action sequences could improve 

current BCI to the proactively control of devices within a Smart House (SH) environment. 

An initial interface that allows remote connectivity and control between a Smart Cage and the automated 

SH, was designed and implemented using Vizard Virtual Reality software and a HTTP server. We have also 

designed and developed a Web client using the Angular 2 framework to allow remote communication. 

Through this interface the user can change the state of the SH elements and see in real-time the 

representation of its actions within a 3D SH virtual representation and simulation. 

2.3. Interaction with the Smart Cage  

A Smart Box, designed with different interactive elements and open/close mechanisms (knob, crank, lever, 

etc.) will allow the rhesus macaques interact with the Smart House. Through the Smart Box, proactive 

controls will be associated, in the most reliable way, to the activity sequences that the macaques will perform 

in the Smart Cage. The interaction with the Smart Cage will be carried out by interconnecting a smart box 
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(SB1) that will be placed in the Smart Cage and a second smart box (SB2) that will be placed in the Smart 

House. The macaques will drive the remote proactive control of SB1 from the Smart Cage in Germany. 

The Smart Box is composed by different configurations that enable different mechanisms for opening/closing 

the box. The design of these configurations focused on the identification of well-known interaction patterns, 

provided by DPZ, that rhesus macaques are familiar with and already trained to perform. The implementation 

of the whole box will use electromechanical components chosen through the corresponding system 

modelling. The control of the different configurations will be managed through the software development in 

Android Things over a Raspberry Pi 3, which will act as the main controller of the box. The physical box will 

be manufactured by using 3D printing techniques.  

It will be possible to control the IoT device through a remote signal sent over the network or through a manual 

control located on the box (i.e. different grips implemented in the box, knob, lever, etc.). Thanks to the 

scalability of the hardware and software design of the smart box, it will be possible to add new 

opening/closing configurations in a simple way, providing new functionalities to the device. 

2.4. uAAL for home automation and REST interfaces for Smart House services 

Following the “2017 Gartner hype cycle for emerging technologies”1 the Connected House and IoT paradigms 

are in the peak of expectation. Even if they are on the top of investment in public and private sector, their 

future is still riskily and unknown. Nowadays, the main problem of connected home environments is the 

technological fragmentation of the smart home ecosystem2. Ideally, each device should talk to each other 

but in reality, they all need to be controlled separately. The customer ends up with multiple mobile apps or 

remote controls making it very confusing. The Smart Home, or Connected Home, or Internet of Things (IoT), 

concept does not need a new standard. It needs a strong company or initiative able to lead the way with an 

open standard, something that works for all parties involved. Following the Gartner peak of expectation, 

during the next few years we expect to see soon this radical change in this technological paradigm.  

universAAL (uAAL) platform is one candidate that could be able to unify this fragmentation. The universAAL 

IoT is an open source platform that enables seamless interoperability of devices, services and applications. 

The community, behind this not-for-profit software platform, believes that integrating every available 

technology can finally: (1) bring clarity to the IoT paradigm (see 5.1. universAAL IoT) and (2) allow to publish 

semantic synchronous and event based services that allow the interaction between the different components 

of the platform in a transparent way.  

Nowadays the most common service architectures can be classified basically into two categories: service 

oriented (SOAP) and resource oriented (REST). In these last years the RESTful approach is becoming more 

popular3 because it is easiest to implement for developers, is lightweight with better network performances 

and is especially designed for mobile and embedded devices (it does not need complex libraries in order to 

                                                           
1 https://blogs.gartner.com/smarterwithgartner/files/2017/08/Emerging-Technology-Hype-Cycle-for-
2017_Infographic_R6A.jpg, https://www.gartner.com/smarterwithgartner/top-trends-in-the-gartner-hype-cycle-for-
emerging-technologies-2017/ , Gartner Hypercycle 2017  
2 http://www.businessinsider.com/the-us-smart-home-market-report-adoption-forecasts-top-products-and-the-cost-
and-fragmentation-problems-that-could-hinder-growth-2015-9, Smart Home Technology adoption 
3 https://trends.google.com/trends/explore?date=2004-01-01%202017-08-16&q=SOAP%20API,REST%20API, Google 
Trend on REST-API 

https://blogs.gartner.com/smarterwithgartner/files/2017/08/Emerging-Technology-Hype-Cycle-for-2017_Infographic_R6A.jpg
https://blogs.gartner.com/smarterwithgartner/files/2017/08/Emerging-Technology-Hype-Cycle-for-2017_Infographic_R6A.jpg
https://www.gartner.com/smarterwithgartner/top-trends-in-the-gartner-hype-cycle-for-emerging-technologies-2017/
https://www.gartner.com/smarterwithgartner/top-trends-in-the-gartner-hype-cycle-for-emerging-technologies-2017/
http://www.businessinsider.com/the-us-smart-home-market-report-adoption-forecasts-top-products-and-the-cost-and-fragmentation-problems-that-could-hinder-growth-2015-9
http://www.businessinsider.com/the-us-smart-home-market-report-adoption-forecasts-top-products-and-the-cost-and-fragmentation-problems-that-could-hinder-growth-2015-9
https://trends.google.com/trends/explore?date=2004-01-01%202017-08-16&q=SOAP%20API,REST%20API
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implement client connections). From big companies like Google or Facebook, to smaller ones like Myo or 

Foursquare, nowadays, all these IT actors are publishing their services over RESTful architectures. Using 

semantic annotation4 is also possible to extend semantic description on a RESTful service that is usually just 

oriented to resources. In this way, it is possible to include features like ontologies, service discovery, and 

logical inferences that are very useful when the services are called from intelligent agents, without broking 

the soul of the REST architecture, that is basically a lightweight and HTTP based service. uAAL already 

implement annotation in order to provide an intelligent service oriented environment over a RESTful service 

architecture. 

In the context of Plan4Act project we will use uAAL to be able to interact with all the different domotic 

technologies (KNX, Bluetooth, WiFi, LiFi, etc.) installed in the Smart House living lab. Also, we will develop a 

RESTful service interface to control the connected home environment using external devices. 

  

                                                           
4 https://www.w3.org/Submission/SA-REST/, SA-REST: Semantic Annotation of Web Resources 

https://www.w3.org/Submission/SA-REST/
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3. Interaction with the Smart Cage 
In this section we describe the technologies and materials that we were used in order to build the smart 

box and its different configurations. We plan to us the smart box as an interactive device to directly link the 

actions of a macaque in the Smart Cage environment with the Smart House. 

3.1. Smart Box context 

The brain-machine-interface (BMI) technology, with the ability to transform the neurorehabilitation and 

medical attention, is able to interpret electric signals from the brain and use them to control any device or 

system, with the final aim of convert thoughts and sensations into actions and perceptions respectively. This 

field of research has a growing trend, especially in the field of people with disabilities, generally present in 

older people as the percentage of disability increases with age as a result of a stockpile of injuries, health 

risks and diseases such as amyotrophic lateral sclerosis (ALS), spinal cord injury (SCI), locked-in syndrome 

(LIS) and cerebral palsy (CP)5,6. 

As part of WP1 and WP4, we will design, develop and implement a smart box that can be manipulated by the 

macaques within their Smart Cage, and that will be interconnected with another replica of the smart box 

located inside the Smart House Living Lab. This smart box will be characterized by its scalability, allowing the 

adhesion of new configurations in a simple way, providing new functionalities to the box. It will unify IoT 

techniques and devices with 3D printing mechanisms, in order to carry out proactive controls identified with 

the sequences to be performed by the macaques in the Smart Cage. This sequences will be performed in a 

dual way: (1) as an IoT device that can be controlled through a signal sent over the network; and (2) manually 

controlled using different grips located in the smart box. 

3.1.1. 3D printing and Internet of Things 

In recent years, there has been a real revolution in the industry, in terms of the manufacture of physical 

components made with different materials and shapes thanks to the use of 3D printing. The numerous 

advantages of the 3D printing techniques such as: the high degree of adaptability, the reduction of 

manufacturing times and the cost of the manufacturing process7, have led this type of manufacturing 

techniques in the industry, covering multiple utilities in the mechanical and structural design, and  eventually 

leading to the world of the Internet of Things (IoT). 

In parallel, Internet and its applications have become an integral part of the lifestyle of the current human 

being, becoming an essential tool. The need of this essential tool has pushed the researchers to go beyond a 

simple connection of computers to the Web, to have different objects with the capability to be connected 

with other objects and the Web, originating the birth of the IoT8. Within the IoT, each object has an Internet 

Protocol (IP) address and/or other unique network identifier. The interconnection between objects creates 

                                                           
5 H. Ando, K. Takizawa, T. Yoshida, K. Matsushita, M. Hirata, T. Suzuki, «Wireless Multichannel Neural Recording With 
a 128-Mbps UWB Tansmitter for an Implantable Brain-Machine Interfaces», IEEE TRANSACTIONS ON BIOMEDICAL 
CIRCUITS AND SYSTEMS, vol. 10, nº 6, pp. 1068-1078, 30 Diciembre 2016. 
6 K. Acuña Condori, E. Carranza Urquizo, D. Achanccaray Diaz, «Embedded Brain Machine Interface based on Motor 
Imagery Paradigm to Control Prosthetic Hand», Lima, Perú, 2016. 
7 C. Barnatt, 3D Printing, ExplainingTheFuture.com, 2016. 
8 P. Suresh J. Vijay Daniel, Dr. V. Parthasarathy, R.H. Aswalthy, «A state of the art review on the Internet of Things 
(IoT)», 2014. 
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an architecture in which each object has the ability to communicate with other objects and determine the 

resources needed to achieve different objectives through the use of embedded sensors 9,10. 

Moreover, the IoT has a natural refinement and convergence with 3D printing at several points. As an 

example of this convergence, interesting projects have emerged, such as: a novel solar and electromagnetic 

energy collection system with a 3D printed package for efficient IoT wireless sensors11, pulse glasses for 

monitoring heart rate12, Bluetooth sensor powered by vibration with power conditioning current13, etc. The 

IoT world is plunged in a continuous fragmentation caused by the lack of regulation, causing lack of standards 

and absence of clear regulations, which affects the value chain of this market, leading suppliers and systems 

integrators to face an interoperability challenge with a multitude of different connectivity technologies14. 

The design and development of the smart box solution is framed in the convergence of these two worlds, 

incorporating systems such as Raspberry Pi or microcontrollers combined with different structures and 

mechanisms printed in 3D, giving rise to a physical instance of a design expressed in data, whose heart of the 

project focuses on the use of Android Things (AT)15 as operating system (OS) of the Raspberry Pi 3, which has 

allowed the development of embedded devices in a very simple way, forming the project in an integral and 

solidary way, always taking into account the modularity and compatibility of different hardware/software 

with the aim of ending the fragmentation in which the IoT is currently located. 

3.2. Functional Requirements 

WP1 (DPZ) and WP4 (UPM) teams discussed and extracted a series of specifications and requirements 

necessary for the design, development and implementation of the smart box. Table 1 details the functional 

requirements and the general factors that affect and satisfy this requirements, described in terms of needs 

and characteristics. 

 

 

 

 

                                                           
9 J. Mongay Batalla, G. Mastorakis, Constandinos X. Mavromoustakis, E. Pallis, «Beyond the Internet of Things. 
Everything Interconnected», Springer Internaional Publishing, 2017. 
10 https://www.linkedin.com/pulse/iot-3d-printing-have-natural-convergence-steven-wolff-pmp, S. Wolff, «Linkedin. 
IoT 3D printing», [Last acces: October 25 2017]. 
11 J. Bito, R. Bahr, Jimmy G. Hester, S. Abdullah Nauroze, A. Georgiadis, Manos M. Tentzeris «A Novel Solar and 
Electromagnetic Energy Harvesting System With a 3-D Printed Package for Energy Efficient Internet-of-Things Wireless 
Sensors», IEEE TRANSACTIONS ON MICROWAVE THEORY AND TECHNIQUES, vol. 65, nº 5, pp. 1831-1841, 2017. 
12 N. Constant, O. Douglas-Prawl, S. Johnson, K. Mankodiya, «Pulse-Glasses: An Unobtrusive, Wearable HR Monitor 
with Internet-of-Things Functionality», Kingston, RI, USA, 2015. 
13 K. Zhao, Y. Zhao, J. Liang, «Live Demo of A Vibration-Powered Bluetooth Sensor with Running PFC Power 
Conditioning», China, 2017. 
14 S. Mumtaz, A. Alsohaily, Z. Pang, A. Rayes, K. Fung Tsang, J. Rodriguez, «Massive Internet of Things for Industrial 
Applications: Addressing Wireless IIoT Connectivity Challenges and Ecosystem Fragmentation», IEEE industrial 
electronics magazine, vol. 11, pp. 28-33, 2017. 
15 https://developer.android.com/things/index.html, Android Things, [Last acces: November 11 2017] 

https://www.linkedin.com/pulse/iot-3d-printing-have-natural-convergence-steven-wolff-pmp
https://developer.android.com/things/index.html
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Functional requirements Code Description 

Manual control of the 
smart box  

FR-01 
Drive mechanisms (lever, handle, knob, etc.) from which the user can 
operate any of the configurations available in the smart box. 

Automatic control of the 
smart box provided by 
the system 

FR-02 
Options for interaction with the smart box through WiFi, through a simple 
"graphical interface" accessible from the web browser. 

Handle emergency FR-03 
During manual/automatic control, it will be possible to establish an 
emergency stop of the system. 

Management of 
Proportional-Integral-
Derivative (PID) 

FR-04 
The motor positioning controller will be managed by Raspberry Pi 3 and its 
corresponding library. 

Sending manual 
instructions 

FR-05 Each manual mechanism sends a movement instruction. 

Sending automatic 
instructions 

FR-06 
The ability to send the movement instruction over HTTP messages, which 
will be decoded by the Raspberry PI 3 carrying out the chosen action. 

Table 1 – Smart box functional requirements. 

As well, Table 2 details the design requirements that the smart box must have to provide various solutions. 

Design requirements Code Description 

Unequivocal distinction DR-01 
Unequivocal identification of the opening mechanisms of the different 
configurations highlighting their shape and colour. 

Friendly and 
recognizable interface 

DR-02 
Simple usability through completely familiar interaction mechanisms (lever, 
knob, crank) for non-human primates. 

Action-Reaction DR-03 
The system will be equipped with an effective action-reaction regime, 
providing an immediate response to the action carried out. 

The Raspberry Pi 3 will 
be programmed in AT 
language 

DR-04 
The system must be built in AT and work on the Raspberry Pi 3 model B 
platform. 

Manageability DR-05 
The smart box must have a manageable and sufficient size for object storage, 
in addition to the necessary hardware for its operation by non-human 
primates. 

Aesthetics and safety DR-06 
The shape of the smart box will be square with rounded edges to protect the 
physical integrity of non-human primates. 

Scalable and extensible 
hardware 

DR-07 
The system must be very flexible in the face of the adhesion of new 
mechanisms and components. 

High durability and 
efficient maintainability 

DR-08 
The manufacturing materials of the smart box should be resistant and cheap, 
so that in the case of breakage or malfunction the parts can be replaced 
easily, in a short time and with a reduced cost. 

Simple and intuitive 
interface in the web 
browser 

DR-09 
Simple usability through recognizable and intuitive buttons, ease of 
operation through the web browser. 

Scalable and extensible 
software 

DR-10 
The system must be flexible against the adhesion of new functions, added 
through modules. 

Table 2 – Smart box design requirements. 

Finally, we have selected and defined the technologies, software and hardware that will be used for the 

development of the smart box solution. The description of the technologies, software and hardware selected 

is presented in the following sections. 

3.2.1. Software: Android Things (AT) 

The core of the smart box will be developed with AT, which allows the development of connected embedded 

devices in an easy way, providing the same development tools used for Android. Thanks to the association 
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that Google has made with different hardware manufacturers, devices can be designed in a wide range of 

platforms already established in the market: Intel Edison, Intel Joule, NXP Pico i.MX7D, NXP Pico i.MX6UL, 

NXP Argon i.MX6UL, NXP SprIoT i.MX6UL and Raspberry Pi 316. On one hand, AT is very useful for the 

development of key solutions for the construction of devices, because the operating system has the power, 

ease and security of Android, and the hardware has been certified so that it can pass from the prototyping 

phase to the production very quickly17. Furthermore, being based on Android, it has access to a large number 

of resources: new Application Programming Interface (API), Android development tools, resources and a 

community of thriving developers. 

3.2.2. Hardware: Raspberry Pi 3 

Among the available hardware for the establishment of the smart box data processing centre in AT, the 

Raspberry Pi 3 has been used; it was selected based on the requirements established as necessary for the 

implementation and development of the functionalities of the smart box, as indicated in Table 1 and Table 

2. The Raspberry Pi has the advantage of being a free hardware platform, which implies that both its design 

and distribution can be freely used to develop any type of project without the need of acquiring a license. 

The Raspberry Pi connects a set of electronic elements to develop the different configurations that will make 

up the smart box: potentiometers, ADC converter, servos, etc. 

3.3. Development 

3.3.1. System concept 

The Raspberry Pi 3 was used as a central processing unit governed by AT, to control the position and speed 

of the DC motor and the position angle of the servos. 

 

Figure 1 - Block diagram of the smart box solution. 

As shown in the block diagram (Figure 1), the DC motor is controlled by the Raspberry Pi 3 through the 

feedback obtained through the encoder, fixed to the axis of the horizontal door opening displacement knob, 

providing the values of speed and direction of rotation that should be applied to the engine. The control 

                                                           
16 https://developer.android.com/things/hardware/developer-kits.html,  Hardware platforms, [Last acces: November 
13 2017]. 
17 https://developer.android.com/things/index.html, Android Things, [Last acces: November 13 2017]. 

https://developer.android.com/things/hardware/developer-kits.html
https://developer.android.com/things/index.html
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algorithm is a Proportional Integral Derivative (PID) control that will be responsible for performing a 

corrective action regarding the speed and direction of rotation of the motor at all times. This part is currently 

under development. 

We plan to initially use four servos, of which two are activated depending on the rotation of a potentiometer 

connected to a lever, so that, as it rotates the potentiometer, one value or another is obtained depending on 

the change in resistance of the potentiometer in each instant. Thanks to the software implemented in the 

Raspberry Pi, the degrees to which the servos must move with respect to the axis of reference are established 

(taking into account that the initial state of the servos is the rest, closed doors) producing the opening or 

closing the upper flaps of the box, which are connected to these two servos. The other two servos are in 

charge of opening or closing the upper cover of the box, the last implemented configuration of the smart 

box, performing its control in the same way as the two servos mentioned above. 

3.3.2. Design and 3D printing 

We have used the Sketchup18 software for the design and 3D modelling of the smart box, and then Slic3r19 

software for the conversion of the 3D model into instructions understandable by the 3D printer, in this case 

a BQ Witbox20. Figure 2 shows the 3D printing workflow made to obtain the smart box. 

 

Figure 2 - 3D printing workflow. 

The selected technique for the 3D printing of the smart box was “Material Extrusion”, more specifically the 

Fused Deposition Modeling (FDM) using a PolyLactic Acid (PLA) filament, showed in the Figure 3. The choice 

of this type of manufacturing technique is conditioned by the requirements of Table 2: DR-01, DR-02, DR-05, 

DR-06, DR-07, DR-08, and DR-10.  

                                                           
18 https://www.sketchup.com/, Sketchup, 3D modeler software, [Last access: December 2017]. 
19 http://slic3r.org/, Slic3r, Code generator software for 3D printers, [Last access: December 2017]. 
20 https://www.bq.com/en/witbox-2, 3D Printer BQ Witbox, Last access: December 2017]. 
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Figure 3 - Fused Deposition Modelling. 

As the planed size of the smart box, 25 cm x 25 cm x 25 cm, is larger than the available workspace on the 

available 3D printer construction platform, 21 cm x 29.7 cm, it has been necessary to make a partitioned 

3D model for a later union of the different pieces that will give rise to the final structure of the smart box, as 

can be seen in some of the following figures (Figure 4 and Figure 5). It was designed with puzzle type unions 

with a gap of 0.2 mm between pieces so that they fit perfectly without the need of any type of manual post 

processing of the pieces. 

 

 

 
Figure 4 - Puzzle vertical joints for the formation 

of a corner. 

 
Figure 5 - Union of vertical joints with a gap of 

0.2 mm between pieces. 

3.3.3. Hardware and Software implementation 

The smart box solution consists of three configurations explained below (configurations corresponding to the 

servos and horizontal sliding door configuration), that can be associated in two blocks depending on the 

functionality they implement within the smart box. 

The developed software has the purpose of creating a test environment with which the macaques can 

experiment and test their different interaction skills, in order to successfully develop the experiment. 

Different opening and closing mechanisms have been configured using different kinds of mechanisms to 

interact, such as: lever, knob, etc. Also the connectivity between the smart box and any type of device that 

connects to the same network (computer, mobile device, and tablet) through any type of browser has also 

been configured, allowing to control the different configurations of the smart box, making use of the HTTPS 

protocol. This level of security has been provided through the use of the Bouncy Castle21 security provider, 

Json Web Token authentication and HTTP Apache Core Components22 that have been ported on the AT 

                                                           
21 https://www.bouncycastle.org/java.html, A lightweight cryptography API, [Last access: December 2017]. 
22 https://hc.apache.org/, Core Apache HTTP engine, [Last access: December 2017]. 

https://www.bouncycastle.org/java.html
https://hc.apache.org/
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distribution running on the Raspberry Pi 3 controller of the smart box. The smart box software was designed 

to be portable, it can be used transparently on different hardware platforms supported by AT23. At the same 

time an abstraction layer of the platform hardware, implemented with a set of class interfaces, will be 

developed and will be responsible for defining the pins used by the different mechanisms (e.g. buttons, 

servos, etc.) on different hardware platforms. The hardware and software planned for each one of the 

different blocks and configurations of the smart box have been designed for the correct performance of the 

defined smart box functionalities 

Configurations corresponding to the servos: 

The following figures present the 3D model of two configurations that compose the box (Figure 6), and the 

result of the interaction with the different grip mechanisms: lever and knob (Figure 7). 

  

 
Figure 6 - Configurations corresponding to the 

servos – closed. 

 
Figure 7 - Configurations corresponding to the 

servos – opened. 

 

The implementation of this program allows to control the configuration of upper flaps and the upper lid 

simultaneously. Each configuration is composed of the knob/lever as a grip mechanism connected through 

its axis to a potentiometer, which transmits the information of its position to the Raspberry Pi. The position 

is transformed into digital information via an ADC converter, as the Raspberry Pi does not have any analog 

data input. The output of the ADC converter is a digital voltage that represents the angle of the pair of servos 

of each configuration. Each of them is responsible for the opening/closing of one of the flaps of the upper 

door or of the upper cover respectively. In addition, some buttons are installed at the beginning of the servo 

travel, in order to determine the opening/closing status of each of the caps that make up these 

configurations. The inner part of the smart box is depicted in Figure 8. 

 

Figure 8 - Inside the smart box. 

                                                           
23 https://developer.android.com/things/hardware/developer-kits.html,  Hardware platforms, [Last access: November 
13 2017]. 

https://developer.android.com/things/hardware/developer-kits.html
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In the first instance, the variables related to the servos, ADC, etc., which will be used throughout the 

development of the program, have been initialized assigning the GPIOs corresponding to the servos and end 

of career buttons. The range of movement of the servos is established and the ADC converter is initialized, 

indicating the conversions that will be made through the Inter-Integrated Circuit (IIC or I2C) with a specific 

conversion ratio for the data. The ADC uses 8-bit channels, so it will return a value between 0-255 for each 

channel used (in this case, two different channels will be used, one for each pair of servos). Depending on 

the voltage value used, a conversion of this value is made to the corresponding range of degrees. This is done 

at the beginning of the program in order to determine at all times the value of the angle to be established in 

the servo. 

Using the readChannel function, we obtain at all times the last value of the ADC channel, thus allowing to 

keep the value of the servos updated at all times. We would like to emphasize that for the configuration of 

the servos through the web browser, it is not necessary to use the ADC converter. Once the relevant activities 

initialized at the beginning of the program have been carried out, the processes associated with the previous 

activities are released, avoiding any unnecessary process in the background. 

Horizontal sliding door configuration: 

This configuration, which is currently under development, would be place on the front side of the smart box, 

see Figure 9. To obtain a horizontal opening/closing movement of the door accurately as possible, without 

the need to correct its position in an excessive manner, we have used a PID control with a series of tuning 

parameters for the displacement. This is due to the difference in speed used in the movement of the knob 

located on the front of the smart box, detected by an incremental encoder (consisting of two photo barriers, 

a series of resistors and a Schmitt trigger for each output of the encoder). As axis are used the shaft of the 

knob and the DC motor, responsible for the horizontal movement of the door. 

 

Figure 9 - 3D model of the horizontal sliding door configuration. 

To control the direction of rotation of the DC motor, an H-bridge has been used, more specifically the L293D 

module. The incremental encoder of two channels is in charge of registering at all times the movement 

relative to the starting point allowing to obtain at all times the direction of rotation and speed of the knob 

which is transmitted to the DC motor. 
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Figure 10 – PID scheme. 

 

In a complementary manner to the previous configurations, all the variables, related to the DC motor and 

the encoder, are initialized by assigning the GPIOs to the components that are necessary. At the beginning 

of the program, also the configuration of the encoder is initialized. This initialization permits the encoding of 

the displacement movement of the knob in a digital input information to the PID. This digital input will allow 

the DC motor to move in a reliable way. Due to the incremental encoder, this input information corresponds 

to revolutions per minute (rpm), see Figure 10. 

The PID control chosen is based on a closed loop structure. The speed control, which is applied to the motor, 

is directly related to the value rpm[n] and the rpm[n-1]-value obtained in the encoder (see Figure 10). For 

the determination of the PID, it is necessary to calculate the error, which is defined as the rpm at time point n 

minus the rpm at time point n-1. For this, a temporal series of the rpm corresponding to width displacement 

of the knob is measured. This is achieved by counting the rising flanks corresponding to the pulses obtained 

through one of the outputs of the encoder within a predefined time interval. The conversion to rpm needs 

to take into account the number of teeth that make up the encoder as well as the time interval and the flank 

count. Once the error is obtained, we proceed with the calculation of the PID control variables, which 

correspond to: 

 𝑃𝑡𝑒𝑟𝑚[𝑛] = 𝐾𝑝 · 𝑒𝑟𝑟𝑜𝑟[𝑛], 

 𝐼𝑡𝑒𝑟𝑚[𝑛] = 𝐼𝑡𝑒𝑟𝑚[𝑛 − 1] + 𝐾𝑖 · 𝑒𝑟𝑟𝑜𝑟[𝑛], 

 𝐷𝑡𝑒𝑟𝑚[𝑛] = 𝐾𝑑 · (𝑒𝑟𝑟𝑜𝑟[𝑛] − 𝑒𝑟𝑟𝑜𝑟[𝑛 − 1]). 

Finally, the output signal is obtained: 

 𝑜𝑢𝑡[𝑛] = 𝑃𝑡𝑒𝑟𝑚[𝑛] + 𝐼𝑡𝑒𝑟𝑚[𝑛] + 𝐷𝑡𝑒𝑟𝑚[𝑛]. 

An equivalence is made between the PID output and the maximum rpm, thus determining the duty cycle that 

will be applied to the motor at each moment in time and in a specific direction of rotation (which has also 

been obtained through the incremental optical encoder). The duty cycle is a critical value to control the DC 

motor. 

  

rpm[n] 

rpm[n-1] 
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4. 3D Smart House simulator 

4.1. 3D simulator context  

The 3D simulator is created as a tool for the Plan4Act project. Specifically, the simulator will be used to test 

different control structures or devices proposed by WP2 and WP3. Furthermore, the simulator serves as a 

tool capable of providing feedback to the macaque during the experiment within the Smart Cage. Thus, the 

macaque should associate each interaction performed in the Smart Cage (switches, push-buttons or drawers) 

with an interaction represented in the Smart Home simulator. 

4.2. Concept  

The design of the virtual Smart House 3D models is based on the real model of the Smart House Living Lab at 

UPM24. Vizard WorldViz25, a software that offers visualizations and interactive simulations in 3D, was used to 

design the virtual environment and programme all the interactions and sequence of actions required to 

conduct the experiments. All the possible interactions that can be carried out in the Smart House have been 

represented in the designed simulation. In addition, a web interface was designed in order to send a HTTP 

request GET to change the state of the different Smart House devices. The developed Smart House virtual 

environment is divided in two areas. The first one is the main zone where the living room, the kitchen, the 

bathroom and the bedroom are; the second one is the control room, which is used to be in command of the 

first zone (in real life).  

The main goal of the designed 3D simulator is the representation of the automated actions of the real Smart 

Home Living Lab, such as: open the main door, open the kitchen blinds, turn on the living room light or close 

the kitchen window. When an action is selected, the screen view shows the tour between the current position 

and the final position (where the device is), and meanwhile the action on the device is also carried out. 

  

                                                           
24 https://www.lst.tfo.upm.es/smart-house/ , Smart House Living Lab UPM 
25 «WorldViz,» 2016. [En línea]. Available: http://worldviz.com. 
 

https://www.lst.tfo.upm.es/smart-house/
http://worldviz.com/
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4.3. Software Development  

4.3.1. System design 

 

Figure 11 - Software architecture used in this study 

 

Figure 11 represents the architecture of the developed system, where two components can be distinguished: 

(1) the Smart Home Living Lab Simulator, which acts as a server,  representing the different interaction of the 

Smart Home Living Lab devices when it receives a GET or POST HTTP request; and (2) the Angular 2 web 

client26, an intuitive graphic interface,  which allows the user to send GET requests to the simulator in order 

to change the state of the devices or to know the current state of them. The communication between them 

is possible due to the HTTP protocol and the REST web architecture27. 

3D Smart House environment: 

 

Figure 12 - UPM Smart House Living Lab 

                                                           
26 Google, «Angular.io,» [En línea]. Available: https://angular.io/ 
27 BBVAOPEN4U, « API REST: qué es y cuáles son sus ventajas en el desarrollo de proyectos,» 23 Marzo 2016. [En 
línea]. Available: https://bbvaopen4u.com/es/actualidad/api-rest-que-es-y-cuales-son-sus-ventajas-en-el-desarrollo-
de-proyectos 
 
 

https://angular.io/
https://bbvaopen4u.com/es/actualidad/api-rest-que-es-y-cuales-son-sus-ventajas-en-el-desarrollo-de-proyectos
https://bbvaopen4u.com/es/actualidad/api-rest-que-es-y-cuales-son-sus-ventajas-en-el-desarrollo-de-proyectos
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A non-immersive virtual reality 3D representation of the Smart House Living Lab at UPM (Figure 11) was 

designed and implemented using the Vizard WorldViz 4.0 software. As mentioned before, the smart house is 

divided into two areas. The main area accessed by the front door consists of a complete home 

accommodation (bathroom, kitchen, living room and bedroom). The second area is used as a control room 

in which the experiments taking place in the main area are controlled and the Virtual Reality room is placed. 

To access this room it is necessary to leave the main area. 

  
 

 

 

The 3D space of Vizard interface is defined by a coordinate systems [X, Y, Z] as shown in Figure 13, where the 

X and Z axes define the horizontal plane and the Y axis defines the vertical plane. For rotations, the Euler 

system has been selected with YAW representing rotations around the Y axis, PITCH representing rotations 

around the X axis, and ROLL representing rotations around the Z axis.  

In an initial phase, the 3D representation of the Smart House was not developed with lights incorporating. 

So we included these. An .obj-file, that represents a LED light, was downloaded and included into the 

3D representation using the viz.add ("URL LOCATION FILE") instruction. Through a Vizard tool called 

‘Inspector 32 bits’ (showed in Figure 14), it is possible to obtain the orientation assigned to each 3D object. 

This information was used to place the halogens in different areas of the house using the following methods: 

 object.getPosition (mode): Returns the position of the object with coordinate system according to 

mode. 

 object.getEuler (mode): Returns the view angle of the object in Euler notation.  

 object.setEuler ([X, Y, Z], mode]): Places the object according to the coordinates passed as a 

parameter. 

 object.setPosition ([X, Y, Z], mode]): It allows to rotate in Euler notation the object according to the 

coordinates passed as parameter. 

Figure 13 - Coordinate system used in Vizard 

software 

Figure 14 - View of led lamp with coordinate system 
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The first two methods were used to know the initial coordinates of the halogens and to check the coordinates 

of the desired position. The other two methods were used to configure the position of the 3D objects in the 

desired positions. Different objects can be placed in a similar way into the simulation. 

Figure 15 View of the Smart house main zone 

 
Figure 16 View of the Smart house control room 

 
Error! Reference source not found. and Error! Reference source not found. show the 3D representation of th

e 3D Smart Home implemented using the Vizard software. 

Angular 2 software: 

To test the correct functioning of the Smart House 3D simulation, we have used the Angular 2 framework to 

design a web interface that allows interactions with the Smart House devices. This framework is a novel, 

powerful and stable software developed by Google. Among its main features are the use of the Typescript 

language, which adds static typing and class-based objects, besides applications can be developed on the 

client side or on the server side. On the other hand, Angular 2 creates modular applications, where each 

module is like an HTML tag, necessary to perform different functions in our application. The main advantage 

of this feature is a better organization of the application and a better use, since each section of a page can 

be a component and be reused in future web developments. Another advantage is that it uses a framework 

oriented to components instead of controllers, in which model and views have a bidirectional communication 

(MVVMC). The use of the Data-Binding property allows automatic and real-time synchronization of the data 

between the components of the model and the view. Finally, the Responsive design that gives rise through 

the use of Bootstrap to the web application developed automatically adapts to any type of screen. 

The web interface designed is composed by two sections. The first one allows users to be authenticated. In 

this sections users have to enter the IP address of the computer where the Vizard software is running. After 

that, the second section will appear showing the different devices with which the user can interact, the 

names of the devices and their current status. 

4.3.2. System development 

Having all the designs completed, we have implemented the code allowing the interaction with the different 

elements of the Smart House (e.g. doors, windows, blinds and lights). Each element (device) has two possible 

states, open or closed. For the correct functioning of the code each device has two variables associated; 

"state_X" represents the current state of the object and "state_X_quiero" represents the state we want to 

change, where X refers to the element of the house with which we want to interact. Both variables can be 
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“0” or “1”; if they are “1”, the state of the device is open and, if they are “0”, the state is closed. It is vital for 

a realistic design to know whether the simulation point of view is placed in the main area or in the control 

room. For that, we introduced a variable called “state_SV”. If its value is “1”, the simulation point of view is 

placed inside the control room. If it is “0”, the simulation point of view is placed in the main area. Finally, the 

variable "OUT" was defined in order to know if the current point of view is outside or inside the house (main 

area + control room). 

When executing different sets of actions, the view changes and moves automatically and naturally to the 

object related to the object we want to interact to. This is achieved by using the following methods: 

 viz.MainView.addAction (vizact.spinTo ([X, Y, Z], speed))  Allows to rotate the view by panning.  

 viz.MainView.addAction (vizact.moveTo ([X, Y, Z], speed))  Provides the offset from the current 

point to the assigned point. 

The main program consists of functions that follow the same structure, these functions are responsible of 

simulating the movement from the current position to the desired position (where the device is) and, on the 

other hand, to change the device state and perform the action. To achieve this functionality, the functions 

can use the variables "state_X" and "state_X_quiero" to know which is the current state and the desired 

state. To implement the functionality of going from the control room to the main area or vice versa, the 

following functions have been defined: 

 SC_Casa (): this function defines the movement from the control room to the main area by 

summarizing the sequence of actions that are carried out defined by the functions 

viz.MainView.addAction (vizact.spinTo ([X, Y, Z], speed) and viz.MainView.addAction (vizact.moveTo 

([X, Y, Z], speed)). Please note that the use of viz.WaitTime (time) allows to adjust the waiting time 

between different shifts of the view. 

 House_SC (): this function is used to move from the main area to the control room. It is similar as the 

previous function but in the opposite direction. 

The remote communication was conducted with the HTTP protocol to allow communication between a client 

and a server using the Get and Post methods. For this, it is necessary to import in Vizard the vizhtml library 

that will allow the developed software to act as an HTTP server. In this case, the use of HTTP is intended to 

collect data from http requests sent from clients (such as browsers). The protocol will receive as input the 

device ID and the new state, then it will return, in the output of the HTTP response body, a JSON with the 

properties “Status” (can be ‘OK’, if the operation is correct, and ‘FAILURE’, if it fails) and “Device” which is 

the device name string. 

Within the Get and Post petitions the parameters will be send in the same format (JSON). For example 

“device=doorHome&state=open/“. For the processing request in handler class, the system checks the type 

of the petition which can be Get or Post as follows: 

 GET: In these petitions the parameters are sent in the querystring. These parameters are: (1) the 

command (‘cmd’) used to indicate if it is wanted to change the device state or to know a device state; 

(2) the name of the device (‘device’); and (3) the new state of the device (‘state’). 
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An example of a Get petition is the following: 

"http://192.168.1.12:8080/vizhtml/custom_handler/?cmd=set_status&device_id=1&device=doorHo

me&state=open" 

 POST: In these petitions the parameters are sent in the body of the petition as text. These 

parameters are: (1) the command (‘cmd’) which always will be set_status; (2) the name of the device 

(‘device’); and (3) the new state of it (‘state’). This type of petition only can change the state of the 

device. 

An example of a POST petition is the following: 

"http://192.168.1.12:8080/vizhtml/custom_handler/"  

In the body the format of the petition is cmd=get_status&device_id=1&device=doorHome&state=close 

(Figure 19). 

 

Figure 17 - Info Tab. 

 
 

 

  

In order to allow users to control in real time the different actions that take place within the Smart House 

through the web interface, it is necessary to enter the IP address of the computer where the Living Lab 

software is running (Figure 18). The web interface is divided into eight files that represent the different views 

and interactions developed. The following sections describe the structure of the main web interface pages. 

HTML main component (app.component.html)  

The main page is composed of different divs (Tag <div> is used to define a block of content or section of the 

page, to be able to apply different styles and even to perform operations on that specific block).The main div 

is formed by two tabs: (1) Configuration and (2) Controls, as can be seen in Figure 18 and Figure 19, that allow 

with a single component to navigate in two different pages. The configuration tab consists of a text entry 

Figure 18 tab Configuration. Principal page client web Figure 19 tab 'Controls'. Page to change the devices state 
of the client web 

http://192.168.1.12:8080/vizhtml/custom_handler/?cmd=set_status&device_id=1&device=doorHome&state=open
http://192.168.1.12:8080/vizhtml/custom_handler/?cmd=set_status&device_id=1&device=doorHome&state=open
http://192.168.1.12:8080/vizhtml/custom_handler/
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(input) under the directive [(ng-model)] for the two-way binding of the data model in the interface. To start 

using the web interface, the user has to enter the IP address and press the Accept button. The system will 

verify that the interface is correctly connected to the simulator and that the IP address is correct.  

If the IP Address is correct, a Continue button will appear and the Status will be set to ‘OK’. When the 

Continue button is pressed, the Controls tab will be enabled and the Configuration tab disabled. The changing 

between Configuration tab and Controls tab is showed in Figure 18 and Figure 19.  

In the Control tab there is a "Back to IP configuration" button, this allows the user to configure a new IP 

address by going back to the Configuration tab and disabling the Controls tab. The Controls tab presents the 

different devices using 4x4 grid images, as shown in Figure 19. The current status of each device is showed 

below each image. Finally, by using the directive (click) = function (), when the user clicks on the images, an 

HTTP GET request will be send to the simulator. 

Main component (app.component.ts) 

This is the main class where the functions and variables have been defined. Within this file also the 

appComponent class is defined, where the entire data model is initialized including the Elements array 

(Action-elements.ts). 

A default value is assigned to title, IP, port, log, and url that refer to the HTML elements discussed in HTML 

Main Component (app.component.html). Finally, the Tab1 and Continue variables are initialized. These 

variables are used by the “* ngIf “-directive in order to show or hide some elements of the div, depending on 

the variable state (TRUE or FALSE). 

The following are some features implemented within the app.component.ts: 

 Enter(): This function is responsible to change the value of the IP variable, if the Accept button is 

pressed. This sends a validation command for the IP address (this.dataService.getJsonData ('http: //' 

+ this .ip + ': 8080 / vizhtml / custom_handler /? device = doorHome & state = close /')) and the 

Continue button is activated. 

 BackConfig(): This function is called by pressing the button back IP configuration and its task is to 

enable the Configuration view and disable the Continue button. 

 ClickPhoto (other: Elements): This is the main function that allows user interaction with the 3D Smart 

Home. Each time a device image is pressed, this function is called and passes as an attribute the 

object represented by the image. ClickPhoto() has the function of updating both the image that 

represents the state of the device and the text that represents the state of the device. On the other 

hand, it is in charge of calling the dataService, which sends the GET request that serves the Vizard 

WorldViz program. 

CSS Main component (app.component.css) 

This file is used to style the different elements defined in the HTML page (div, button, tab, etc.). As previously 

mentioned, the page should be simple and intuitive. 
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4.4. System validation  

4.4.1. Test description 

Different tests have been conducted in order to check that the previously described system works properly: 

 First, we examined whether the animations provided in the simulator are realistic and natural. We 

have tested the various functions, focussing on the function that allows to go from the main area to 

the control room and vice versa as these include multiple changes of point of view and waiting times. 

In order to measure the naturalness of the methods (e.g. interaction, simulation, etc.), we have 

assessed the time it took to complete different sets of actions (e.g. going from the control room to 

the main area). 

 Once it was verified that the simulation was realistic, we have verified that the remote 

communication worked correctly. To verify this, different devices (e.g. computer, tablet and mobile) 

were used to send an HTTP GET request through the Angular 2 client application. By doing so we 

have assured that the Vizard program responded correctly to the HTTP request. This verification was 

conducted by using the Vizard JSON response, as follows: 

{"version":"mercury","cmd":"set_status","code":"404","description":"Change device value.", 

"device_id":"1","device_name":"RVLightd", "value":"close","status":"FAILURE"} 

 Version: Always is mercury. 

 cmd: Show the command executed (set_status o get_status). 

 code_: Is an integer which Indicate whether in the device request the device noun is incorrect 

(404), if the state noun is incorrect (405) or if the petition is correct (201). 

 Description: Show the mistake of the request (A device noun or a device state misspelled). 

 device_id: Show the identifier of the device (integer). 

 device_name: Show the name of the device. 

 value: Show the actual state of the device. 

 state: Show if the request is correct (‘OK’) or incorrect (‘FAILURE’). 

 Finally, it was necessary to check that the Angular web client 2 has updated the image showing the 

current state of the device and its name, when clicking on the image to interact with the device. 

4.4.2. Test results 

Initially, the user has to enter the IP address of the network where the computer with the Simulator is 

connected (Figure 20). Next, after pressing Accept and then Continue buttons, a new page appears which 

presents the different devices with which the user can interact. Each device has an image, a name and the 

current state (as can be seen in Figure 23). 
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Figure 20 - Home page Angular web application 

 

Figure 21 - Control page Angular Web application (initial state) 

When the user clicks on the device’s image, for instance the one representing doorHome, the current state 

of this device changes. Figure 22 and Figure 23 show how the state of the device change from open to close. 

For instance, this action takes 4 seconds simulating that the door opens gradually. 
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At the end, the Angular client web application changes the state of the device (Figure 24), both the text and 

the image, to the current state. To check that the request has been sent correctly, the JSON response is 

analysed. For instance in this case it has obtained: 

{"version":"mercury","cmd":"set_status","code":"201","description":"Echoresponse.","device_id":"1","devi

ce_name":"doorHome","value":"open","status":"OK"}. 

As can be seen, the code is “201”, which means that the name and the state are written correctly. The device 

name and the state represent the changed device and its current state respectively. Last, the status 

represents the action has been done properly (OK). 

 

Figure 24 Angular client web after clicking the main door image 

 

 

 

 

Figure 22 - Door home initial state (close) Figure 23 - Door home after sending GET petition 
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Another examples of the change of state are: 

 

 
 
 
 

Close Kitchen blind 
 

 

   

JSON Response: 

{"version":"mercury","cmd":"set_status","code":"201","description":"Echoresponse.","device_id":"2","devi

ce_name":"kitwindow","value":"open","status":"OK"} 

 

 
 

     Switch on               
   Kitchen Light 
 

 

JSON Response: 

{"version":"mercury","cmd":"set_status","code":"201","description":"Echoresponse.","device_id":"8","devi

ce_name":"KitchenLight","value":"open","status":"OK"} 

4.5. Future work  

In the next months, we will extend the simulator to increase realism. For this, we will add a set of 3D objects 

and update the functions accordingly for changing the state of the devices. Thereby, we will focus to 

integrate devices enabling gradual interactions. To get tis, the tasks that will be carried out will be: 

 Add more lights and enable them to be switched on gradually. 

 Add a menu to select the velocity of the actions and to show on the simulator the IP Address. 

 Augment the angle of view showed on the screen. 

 Insert an avatar which moves towards the device to change. 

Figure 25 - Simulation of Kitchen blind 
open 

Figure 26 - Simulation of Kitchen blind close 

Figure 27 - Simulation of Kitchen light switch 
off 

Figure 28 - Simulation of Kitchen light switch on 
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5. Smart House Living Lab services interfaces 
In following, we will describe the universAAL IoT platform and the RESTful interface that allows the remote 

connection with the connected environment. universAAL IoT will serve as the main tool to connect the Smart 

House with the controller from WP3. Therefore, we will describe its main parts here in more detail. 

5.1. universAAL IoT  

universAAL IoT28 is a mature open platform for the integration of open distributed systems of systems, having 

over 15 years of development history, from general conceptual work in German research projects EMBASSI 

and DynAmITE, over proof of concept with unique problem-solving approaches in FP6 PERSONA, 

consolidation and first tooling in FP7 universAAL, and stress testing in real life in CIP ReAAL, which has led to 

the creation of the initial universAAL IoT ecosystem. By implementing semantic interoperability for service-

oriented architectures at the level of communication protocols, it provides an open horizontal service 

integration layer at the highest abstraction layer, across all possible verticals, which makes it a solution for 

many of today’s system problems. universAAL IoT is distributed with the Apache Software License 2.0, 

available under https://github.com/universAAL/. 

In the core of universAAL IoT there is a middleware that understands data and functionality only through the 

definition of ontologies. A set of ontologies is already available in the universAAL code base, primarily 

covering the domains of Smart Environments and Ambient Assisted Living (AAL). The usefulness of 

universAAL does not limit though to these domains: it is enough to add the ontologies that cover the desired 

new application domain in order for universAAL to adapt. 

The universAAL middleware (Figure 29) is basically an enabler for the exchange of messages among 

autonomous components. It is comprised of: (1) a common container interface (for portability, configuration, 

logging and localization – in terms of adapting to a local context), (2) the essential data representation and 

serialization needed for unified messaging using the machine-readable RDF/Turtle standard for exchanging 

both models (ontologies) and data instances (the standard simultaneously serves as the basis for enabling 

semantic interoperability), (3) node discovery and messaging within an authorized group of middleware 

instances for easy connectivity and interaction of universAAL enabled nodes within the same network, which 

forms the basis for universAAL to act as the operating system of an ensemble of devices, and (4) a set of 

virtual communication buses as semantic brokers for context events, semantic service requests (and 

responses), and user interaction functions. As a result, the universAAL middleware is able to hide distribution 

and heterogeneity within the device ensemble, and facilitate the integration of components as well as the 

communication among them at a semantic level. 

 
 

                                                           
28 http://universaal.info/blog/post/3487/ What-is-anopen-platform/ , [Last access: December 2017]. 
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Figure 29 - universAAL middleware stack. 

universAAL IoT ships the middleware along with a set of managers (Figure 30), mostly optional, that help 

implement common use cases, such as storing, reasoning, service composition, remote interoperability 

(connecting with services and entities outside the uSpace – the universAAL-based intelligent space), user 

interaction extensions, security functions, device (sensors and actuators) protocol interconnections, etc. 

 

Figure 30 - Like applications, universAAL Managers connect to the buses of the universAAL middleware. 

As part of the platform, the universAAL IoT community also provides a set of tools to ease the development, 

deployment and maintenance of the systems developed with universAAL. 

5.1.1. Semantic Discovery & Interoperability 

The first discovery level in universAAL is related to the mutual discovery of middleware instances within a 

subnet, which is based on network broadcast; concretely, universAAL uses java SLP framework for this node 

discovery level. Once a node is discovered, the peering phase starts in order to check compatibility and 

authorization. Among compatible and authorized peers, communication is established based on the concept 

of a “connector”, which enables the creation of a logical network for message distribution, called an uSpace 

(universAAL Space). Currently, the only implementation of the “connector” concept is based on the jGroups 

framework. However, all modules involved in this layer, no matter if for discovery, peering or establishing 

communication, are based on well-defined APIs so that different frameworks and solutions can be used in 

diverse combinations to provide alternative implementations for this layer. 

The uSpace groups all nodes in a smart environment and enables them to communicate in a secure way. 

Messages in an uSpace are secured using a common symmetric cryptographic key. The distribution of 

messages can be direct (node to node), multicast (node to set of nodes), or broadcast (node to all nodes). 

These messages are classified according to patterns of communication (publish/subscribe, general 

request/response, or request/response for interacting with human users); thus, there are different “buses”, 

each serving its specific purpose using an appropriate own brokerage strategy, where a bus is a message 

broker in charge of routing the messages to the appropriate software modules on appropriate nodes based 

on its brokerage strategy (Figure 31). 
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Figure 31 - Integration with universAAL is equivalent to "talking" to its buses with specific roles. 

The second level of discovery is the semantic discovery provided by the middleware buses. Modules that 

connect to the buses must describe their capabilities and requirements semantically and register them with 

(when they connect to the buses) / send them to (dynamically during runtime) the buses. The routing of 

messages with semantically formulated content is done by the buses based on a sematic matchmaking, which 

effectively discovers the proper provider (of functionality) or consumer (of data). 

The bus abstraction is the primary concept behind the paradigm of semantic interoperability as realized by 

universAAL. In universAAL, developers use the provided data structures and protocols of a bus to talk to it in 

a semantic manner and the bus responds accordingly. This is different from the conventional understanding 

that limits semantic interoperability to linking data and enabling semantic search, often in a parallel world of 

annotations. Consequently, the extent of semantic interoperability is usually limited to finding “objects” by 

semantic search and then calling their functions based on a-priori agreed API in addition to the agreed 

ontology. 

As an example, a component in such environments that wants to reach the goal, i.e. the entrance door is 

opened, it may perform a semantic search based on (1) a given ontology to find the object representing the 

entrance door, but eventually it has to rely on (2) a given API and for example call the predefined operation 

“open” in order to reach its original goal. In the universAAL world, however, the ontology is utilized to directly 

instruct the service bus to “open the entrance door”, eliminating the need for an additional API. As ontologies 

may exist independently from all the three parties (including the universAAL buses performing the 

brokerage), this totally decouples the requester / subscriber from the responder / publisher in terms of both 

the technical details of communication and programming syntax 
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Figure 32 - Direct syntactic dependency is eliminated using the single API of a broker, which enables semantic 

interoperability through shared (or mapped) ontologies. 

Semantic interoperability as realized by universAAL causes that all dependencies between the participants in 

a communication are shifted to models shared by them (shared ontologies or compatible ones with an 

existing mapping between them, see Figure 32), this way reducing all syntactical dependencies in the 

communication to the usage of a single standard API of the brokerage mechanism implemented by the 

middleware buses. 

In the above view, interoperability is the ability of two communicating entities to share data and functionality 

despite having been developed independently. Semantic Interoperability enables interoperability at a 

semantic level, avoiding domain-specific APIs and reducing syntactical dependencies to one single brokerage 

API. Specific use case dependencies can be resolved through common (or specific) shared ontologies which 

are pluggable into the system. 

5.1.2. Service broker & orchestrator 

The first broker is the Service Bus responsible for request / response pattern, also known as “call-based” 

communication. This bus enables the provision and consumption of services in a service-oriented 

environment. Both the registration of provided services (using a data structure called “ServiceProfile”) and 

the request of services (using the construct called “ServiceRequest”) are concentrated on the concept of 

“service results”, i.e. `some info returned´, or `an effect achieved´ or a combination of them. In service 

profiles, providers can formulate which service results can be achieved by initiating which processes; 

requesters formulate the expected service results in their service requests. By semantic matchmaking, the 

service bus as the broker tries to find out which registered processes should be initiated in order to get the 

expected service results (Figure 33). Then it asks the provider to start the process of providing the underlying 

service, waits to get the response, maps this response back to the structures usable by the requester, and 

finally returns the adapted response to the original requester. If more than one provider were asked to 

execute their appropriate processes (which could happen under certain circumstances), the responses would 

be merged into a single response. 
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Figure 33: Visualization of Service bus matchmaking. 

As a matter of fact, registered processes may be parametrized in order to achieve a range of different results 

depending on the provided parameters. The interesting thing is that the semantic matchmaking in 

universAAL can find out which of the info items in the request should be passed as parameter in order to get 

the expected result. Composite services can be defined using JavaScript – currently the only scripting 

language supported. The universAAL workflow engine – that interprets and executes such scripts – is called 

the Service Orchestrator. 

5.1.3. Context Broker, Context History Entrepôt & Semantic Reasoning 

Context awareness is a key aspect of intelligent environments. Context is any information reflecting the state 

of any parameter inside such environments, no matter if this state is provided by a “controller”, estimated 

by a sensor, derived by a reasoner, or explicitly provided by a human user. Context awareness is achieved 

through ontology-based data sharing, which can be both pushed through the “context broker” or pulled 

through the service broker. 

Thus, the context bus that serves as the context broker, is the bus responsible for the publish/subscribe 

pattern, also known as the event-based communication; it distributes context information within the uSpace. 

Messages accepted by the context bus are either context events (sent by context publishers) or context event 

patterns (sent by context subscribers). 

Each context event represents a change in the uSpace context, namely the change of the state value of a 

given “parameter” in the uSpace. Inspired by the RDF model, such parameters are identified in universAAL 

by a pair of URIs, one identifying a resource in the uSpace and the other a specific property of that resource 

whose value has changed. It should be obvious now that the triple constructed from the two URIs and the 

related new state value in a context event is equivalent to the concept of a statement in RDF; the first URI 

serves as the subject of the statement, the second one as the predicate and the state value as the object of 

the statement. Each context event has additional metadata, such as the provider info, a timestamp, and a 

possible expiration stamp, as well as other valuable metadata (Figure 34). 
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Figure 34 - The anatomy of a context event. 

With context event patterns, context subscribers can specify the class of context events in which they are 

interested. This is done by introducing conditions on any of the properties of the accepted context events, 

no matter if subject, predicate, object or provider29. The semantic matchmaking on the context bus is simply 

based on checking if the context event at hand is an instance of the class of context events specified in each 

of the registered context event patterns. The context event will be forwarded to those components that have 

registered the matching patterns (Figure 35). 

 

Figure 35 - Context Broker strategy. 

To make sure that also the context pull mechanism over service bus works, universAAL provides a special 

manager, called the Context History Entrepôt (CHE), which guaranties the persistence of context. CHE 

subscribes for all context events by registering a pattern without any restriction, and stores all context events 

received in an RDF database. This database is always applying the ontological inference mechanisms in the 

background, this way also acting as a reasoner that produces new knowledge based on known context. For 

providing access to this database, it registers service profiles on the service bus to offer for processing context 

                                                           
29 Assuming an ontology that defines “Person” as a class and “hasLocation” as a possible property of “persons”, when 
a component using this ontology would like to be notified whenever a human changes the location, it must register a 
context event pattern that restricts (1) the subject of the context events to be of type “Person” and (2) the predicate 
of the context events to be exactly equal to “hasLocation”. 
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queries. Two major types of queries can be processed by CHE: (1) SPARQL30 queries, and (2) those based on 

context event patterns. This allows applications to extract statistics and analyse the evolution of the context. 

Additionally, two context reasoners enrich the universAAL support for context-awareness. One is using the 

drools rule engine to provide applications with the possibility of defining rules to be evaluated with every 

context event; these rules may produce new context events that are published to the context bus, make a 

service request to the service bus, or both. Another reasoner is called the Situation Reasoner, which uses 

SPARQL “construct” queries for inferring new facts that are then published to the context bus as a context 

event. Sending a SPARQL construct query to the situation reasoner causes a persistent storage of the query 

in order to be able to run the query whenever there is a chance that it can infer new facts. 

Finally, the open and modular approach of universAAL to supporting context-awareness allows to add further 

context reasoners in addition to the above-mentioned facilities for semantic reasoning (OWL-based 

inference in CHE, the drools rule engine and the Situation Reasoner) pretty easily. 

5.1.4. universAAL IoT interoperability status 

universAAL enables seamless interoperability of devices, services and applications in distributed systems. Its 

open source middleware can be integrated into many devices, products, and service solutions, regardless of 

branding. When embedded “universAALized”, components will communicate automatically, exchanging data 

and functionality that can be processed and reacted to.  

In universAAL, the conceptual approach for integrating not “native” components – e.g., sensors and actuators 

using different communication protocols – is following a pattern that is very common among IoT platforms, 

namely a general-purpose reference architecture consisting of three layers, as depicted in Figure 36. 

 

Figure 36 - universAAL Access, Abstraction and Integration layers 

                                                           
30 https://www.w3.org/TR/rdf-sparql-query/, SPARQL , [Last access: December 2017]. 

https://www.w3.org/TR/rdf-sparql-query/
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Service or Access Layer is usually composed of a number of technology drivers, sometime already integrated 

in the operating system with well-defined API (e.g. Bluetooth), sometime written from scratch either with an 

ad hoc solution or using established libraries if standardized API are not available at the OS level (e.g. ZigBee, 

KNX). So, this is the level to deal with the communication protocols. 

The Abstraction layer is about the abstract representation of devices independently from the communication 

protocols. At this level, proxies are created for each device that can be accessed via the Access Layer. The 

proxies hide the protocol-specific communication details and represent the actual devices in a technology-

neutral way. 

Finally, the Integration Layer publishes the proxies instantiated in the abstract layer by creating new 

endpoints in the universAAL network; however, Figure 36 reveals that this approach is general enough for 

using the device representations on the Abstraction Layer for integrating the devices not only into the 

universAAL network but also in other networks (e.g., a UPnP network) or make them available globally with 

a REST API or as a Web Service). This enables the universAAL community to share device bindings up to the 

Abstraction Layer also with other communities. 

The whole of this three-layer architecture (including the integration into universAAL) serves as what has been 

called “the device layer bridge” in section 2. In centralized deployments of universAAL on one single device 

serving as “gateway”, the “device layer bridges” implementing this three-layer architecture will reside on the 

gateway. In decentralized deployments of universAAL, such device layer bridges can be distributed on any 

universAAL node in the uSpace (the virtual space covered by a certain universAAL installation – whether in 

centralized or in decentralized form – that is protected by a “space”-specific key). 

KNX universAAL bridge: 

KNX is a standardized (EN 50090, ISO/IEC 14543)31, OSI-based network communications protocol for 

intelligent buildings. KNX defines several physical communication medias: Twisted pair wiring, Powerline 

networking, Radio, Infrared and Ethernet. It is designed to be independent of any particular hardware 

platform. A KNX Device Network can be controlled by anything from an 8-bit microcontroller to a PC, 

according to the needs of a particular implementation. 

KNX features a twofold structure: on one hand there are single devices (sensors/actuators) where one device 

can have multiple inputs or outputs, which are called Communication Objects. Those Communication Objects 

can be grouped in so called Group Addresses. Group Addresses can contain Communication Objects from 

sensors (e.g. switch) and actuators (e.g. light controller). Therefore Group Addresses can be seen as Functions 

(e.g. switching/controlling a light, control the heating/cooling, control shutters/blinds, etc.). All devices which 

should be controlled or monitored must be included in a Group Address. 

For the Home/Building Automation domain universAAL provides a solution for integrating KNX, with a bundle 

suite32that provides interaction facilities with KNX sensor networks. The suite includes the KNX message 

protocol and provides monitoring and control features for KNX devices (sensors and actuators) and exports 

                                                           
31 https://www.knx.org/knx-en/knx/association/what-is-knx/ , [Last access: December 2017]. 
32 https://www.github.com/universAAL/lddi/tree/master/lddi.knx , [Last access: December 2017]. 

https://www.knx.org/knx-en/knx/association/what-is-knx/
https://www.github.com/universAAL/lddi/tree/master/lddi.knx
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them to universAAL buses. UniversAAL LDDI focuses on Group Addresses, not on single inputs/outputs 

(sensors/actuators).  

ZigBee universAAL bridge: 

ZigBee33 is a specification for small, low-power digital radios based on an IEEE 802 standard for personal area 

networks. Applications include wireless light switches, electrical meters with in-home-displays, and other 

consumer and industrial equipment that requires short-range wireless transfer of data at relatively low rates. 

The technology defined by the ZigBee specification is intended to be simpler and less expensive than other 

WPANs (wireless personal area networks), such as Bluetooth. ZigBee is targeted at radio-frequency (RF) 

applications that require a low data rate, long battery life, and secure networking.  

The core components (Access and Abstraction layers) are provided by the ZB4OSGi project34as an open 

contribution to the OSGi community. Therefore, the integration of ZigBee into universAAL 35builds on top of 

this general-purpose OSGi solution. It provides for the following features: 

 ZigBee Commissioning: Simulated Device to bind on cluster and configure reporting 

 ZigBee Exporter: Implements universAAL wrappers for ZB Home Automation devices 

 Sends context events for incoming sensor events to the universAAL context bus 

 Provides services on the universAAL service bus for querying devices. 

Bluetooth universAAL bridge (Continua – certified products): 

universAAL supports the Continua Health Alliance certified devices (also called agents or sources) from the 

healthcare domain that use the wireless and low-cost Bluetooth technology36. The integration of Continua 

certified devices37 inside universAAL is based on three different components (some of them can be shared 

between all environments without exception):  

 A component in charge of managing Bluetooth HDP connections and disconnections. Interface with 

the lower layers and Bluetooth drivers. 

 A component in charge of understanding received HDP frames from Continua agents and accordingly 

move through the appropriate x73 state machine diagram. 

 A component in charge of integrating HDP messages/Health data inside universAAL middleware. 

The first component had to be ad-hoc developed for Windows and GNU/Linux OS because the Bluetooth 

stack is not the same in both architectures. The second and the third components can be re-used on different 

platforms without adding external libraries neither dependencies. 

The provided universAAL bridge for Bluetooth has been tested with at least two Continua-certified devices 

namely a Weighing Scale and a Blood Pressure Monitor. They both transmit over Bluetooth Health Device 

Profile (HDP). Furthermore, the Continua-proposed standard for in-home sensors measuring user activity, so 

called Independent Living Activity Hub (ISO 11073-10471) is adopted for sensor integration in universAAL. 

                                                           
33 ZIGBEE ALLIANCE HTTP://WWW.ZIGBEE.ORG/ , [Last access: December 2017]. 
34 ZB4O -  ZIGBEE™ API FOR OSGI™ SERVICE PLATFORMS: HTTP://ZB4OSGI.AALOA.ORG/,[Last access: December 2017]. 
35 github.com/universAAL/lddi/tree/master/lddi.zigbee , [Last access: December 2017]. 
36 http://www.github.com/universAAL/lddi/tree/master/lddi.bluetooth , [Last access: December 2017]. 
37 PERSONAL CONNECTED HEALTH ALLIANCE: HTTP://WWW.PCHALLIANCE.ORG/ , [Last access: December 2017]. 

http://www.zigbee.org/
http://www.github.com/universAAL/lddi/tree/master/lddi.bluetooth
http://www.pchalliance.org/
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FS20 universAAL bridge: 

FS20 is a simple wireless protocol developed by the German company ELV for the low-cost market segment 

of home appliances38. Its main advantage is the cheap price of hardware devices. Though the protocol is not 

that robust than comparable protocols in this domain (e.g. KNX or ZigBee). The protocol is based on the 

exchange of simple events/commands between event-receiver and event-sender. In the universAAL project 

the integration of FS20 is based on existing software/driver components from the PERSONA project. The FS20 

integration39 uses a two layer design comparable to the KNX Integration. Contrary to the OSGi DAS all FS20 

devices are registered in the access layer via a service registration to OSGi. The exporter bundle in the 

integration layer notices the OSGi ServiceEvents and handles them. 

ZWave universAAL bridge: 

ZWave is a home automation communication specification, similar to ZigBee although it was developed as a 

proprietary solution. The integration into universAAL is dependent on specific vendor devices, unlike the 

other, standard-based technology integrations. The existing ZWave Exporter40 provides for the following 

features: 

 Connects to ZWave gateway hardware 

 Implements universAAL wrappers for ZWave Home Automation devices 

 Sends context events for incoming sensor events to the universAAL context bus. 

 Provides services on the universAAL service bus for querying devices. 

Eclipse Smarthome (openHAB) universAAL bridge: 

Eclipse Smarthome (ESH) is the 2.0 version of OpenHAB41 It is a framework that integrates with several home 

automation standards, protocols and technologies to represent all their devices in a unified way. By 

integrating it, universAAL can get access to a lot of devices42, leaving the hardware integration to be 

performed by ESH.  

Although ESH and universAAL share the same runtime environment but there are some incompatibilities due 

to system bundles and configurations. For this reason it is not possible to simply install standard universAAL 

Karaf features, instead there is a dedicated Karaf feature that has everything sorted out to install universAAL 

Middleware and the ESH Exporter in the ESH runtime. Then it is safe to rely on universAAL connectivity to 

link to other normal universAAL instances. 

 

 

 

                                                           
38 FS20 PROTOCOL: HTTP://FHZ4LINUX.INFO/TIKI-INDEX.PHP?PAGE=FS20%20PROTOCOL, [Last access: December 
2017]. 
39 http://www.github.com/universAAL/lddi/tree/master/lddi.fs20, [Last access: December 2017]. 
40 http://www.github.com/universAAL/lddi/tree/master/lddi.zwave, [Last access: December 2017]. 
41  ECLIPSE SMARTHOME, A FLEXIBLE FRAMEWORK FOR THE SMART HOME: 
HTTPS://WWW.ECLIPSE.ORG/SMARTHOME/INDEX.HTML, [Last access: December 2017]. 
42 http://www.github.com/universAAL/lddi/tree/master/lddi.smarthome, [Last access: December 2017]. 

http://fhz4linux.info/TIKI-INDEX.PHP?PAGE=FS20%20PROTOCOL
http://www.github.com/universAAL/lddi/tree/master/lddi.fs20
http://www.github.com/universAAL/lddi/tree/master/lddi.zwave
http://www.github.com/universAAL/lddi/tree/master/lddi.smarthome
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IoT Protocol bridges for universAAL 

Protocol Domain Layer 
Connection 

edges 
Status Comment 

OpenHab Domotic Device Device to LAN Implemented  

Z-Wave Domotic Device 
Device to 
Gateway 

Implemented  

KNX Domotic Device 
Device to 
Gateway 

Device to LAN 
Implemented  

BT-continua-
x73 

Health Device 
Device to 
Gateway 

Implemented 
Integration with the 
Continua certified 

devices 

Zigbee Generic Device 
Device to 
Gateway 

Implemented 
Home Automation 

Profile 

Fs20 Domotic Device 
Device to 
Gateway 

Implemented 
German Domotic 

proprietary protocol 

Philips Hue 
Domotic 
lighting 

Device Device to LAN To be implemented  

HTTP /WSDL-
SOAP 

Generic Service 
Gateway to WAN 

(2way) 
Implemented  

HTTP/REST Generic Service 
Gateway to WAN 

(2way) 
Implemented 

It allows to inject into 
and/or consume 

universAAL services 
out of uAAL IoT 

Table 3 - universAAL supported and planned IoT protocol bridges 

5.2. Requirements 

5.2.1. Microservices 

A microservice43 is an independently deployable component of bounded scope that supports interoperability 

through message-based communication. Microservice architecture is a style of engineering highly 

automated, evolvable software systems made up for scaling at glance.  The real value of microservices is 

realized when we focus on three key aspects: scale, speed and safety. The original intent of the microservice 

architecture (Figure 37) was to replace complex monolithic applications with software systems made of 

replaceable components44. 

                                                           
43 Building Microservices Designing Fine-Grained Systems, By Sam Newman, Publisher: O'Reilly Media, Release Date: 
February 2015 
44 https://martinfowler.com/articles/microservices.html, Microservices a definition of this new architectural term, 
Martin Fowler, [Last access: December 2017]. 

https://martinfowler.com/articles/microservices.html
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Figure 37 - Monoliths and Microservices. 

Actually, the microservices way is more intended a goal-driven approach to building adaptable, reliable 

software. The balance of speed and safety at scale is key to understanding the essence of microservices and 

why they are so popular nowadays. Werner Vogels of Amazon describes the advantages of their 

microservices architecture as follows: “we can scale our operation independently, maintain unparalleled 

system availability, and introduce new services quickly without the need for massive reconfiguration”45. 

 

Figure 38 - Microservices design process. 

A microservice46 design model (Figure 38) comprise five parts: Service, Solution, Organization, Culture and 

Process and Tools. 

 Service is the atomic part of the microservice design it should be simple, easy and scalable in order 

to be a building block of a complex solution. 

 A solution architecture is distinct from the individual service design elements because it represents 

a macro view of our needs.  

                                                           
45 https://queue.acm.org/detail.cfm?id=1142065, Werner Vogels interview , [Last access: December 2017]. 
46 Microservice Architecture Aligning Principles, Practices, and Culture, By Mike Amundsen, Matt McLarty, Ronnie 
Mitra, Irakli Nadareishvili, Publisher: O'Reilly Media, Release Date: July 2016 

https://queue.acm.org/detail.cfm?id=1142065
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 From a microservice system perspective, organizational design includes the structure, direction of 

authority, granularity, and composition of teams. Many of the companies that have had success with 

microservice architecture point to their organizational design as a key ingredient.  

 Of all the microservice system domains, culture is perhaps the most intangible yet may also be the 

most important. We can broadly define culture as a set of values, beliefs, or ideals that are shared 

by all of the workers within an organization. As important as it is, the culture of an organization is 

incredibly difficult to measure. Formal methods of surveying and modeling exist, but many business 

and technology leaders evaluate the culture of their teams in a more instinctual way. You can get a 

sense of the culture of your organization through your daily interactions with team members, team 

products, and the customers they cater to. However, you gauge it, culture is often an indication of 

the impact of other parts of your system.  

 Choosing the right processes and tools is an important factor in producing good microservice system 

behavior. For example, adopting standardized processes like DevOps and Agile or tools like Docker 

containers can increase the changeability of your system. A right choice of the processes and tools 

will have one of a biggest impact on a microservices system. 

5.2.2. RESTful interface 

REpresentational State Transfer (REST) is an architectural style inspired by the Web. There are many 

principles and constraints behind the REST style, they are really helpful when we face integration challenges 

in a microservices world, and when we’re looking for an alternative style to RPC for service interfaces.  

In REST, most important is the concept of resources. A resource could be seen as a thing that the service itself 

knows about, like a Device. The server creates different representations of this Device on request. How a 

resource is shown externally is completely decoupled from how it is stored internally. A client might ask for 

a JSON representation of a Device, for example, even if it is stored in a completely different format. Once a 

client has a representation of this Device, it can then make requests to change it, and the server may or may 

not comply with them.  

REST itself doesn’t really talk about underlying protocols, although it is used over HTTP.  Some of the features 

that HTTP gives part of the specification, such as verbs, make implementing REST over HTTP easier, whereas 

with other protocols it needs to handle these features from scratch. HTTP itself defines some useful 

capabilities that play very well with the REST style. For example, the HTTP verbs (e.g., GET, POST, and PUT) 

already have well understood meanings in the HTTP specification as to how they should work with resources. 

The REST architectural style actually tells that methods should behave the same way on all resources, and 

the HTTP specification happens to define a bunch of methods that can be used. GET retrieves a resource in 

an idempotent way, and POST creates a new resource. This means that it can be avoided lots of different 

create Device or edit Device methods. Instead, we can simply POST a device representation to request that 

the server create a new resource, and initiate a GET request to retrieve a representation of a resource. 

Conceptually, there is one endpoint in the form of a Device resource in these cases, and the operations can 

carry out upon it are baked into the HTTP protocol.  

The use of standard textual formats gives clients a lot of flexibility as to how they consume resources, and 

REST over HTTP lets us use a variety of formats. The XML and JSON formats are the much more popular 

content types for services that work over HTTP. 
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The fact that JSON is a much simpler format means that consumption is also easier. Some proponents also 

cite its relative compactness when compared to XML as another winning factor, although this isn’t often a 

real-world issue. 

JSON does have some downsides, though. XML defines the link control we used earlier as a hypermedia 

control. The JSON standard doesn’t define anything similar, so in-house styles are frequently used to 

shoehorn this concept in. The Hypertext Application Language (HAL) attempts to fix this by defining some 

common standards for hyperlinking for JSON (and XML too, although arguably XML needs less help). If follow 

the HAL standard, it’s possible to use tools like the web-based HAL browser for exploring hypermedia formats 

and controls, which can make the task of creating a client much easier. 

In a hypermedia format, hypermedia controls represent protocol information. A hypermedia control includes 

the address of a linked resource, together with some semantic markup. In the context of the current resource 

representation, the semantic markup indicates the meaning of the linked resource. 

The phrase hypermedia as the engine of application state47, sometimes abbreviated to HATEOAS, was coined 

to describe a core tenet of the REST architectural style. HATEOAS means that hypermedia systems transform 

application state. An application as being computerized behavior that achieves a goal, it can be described by 

an application protocol as the set of legal interactions necessary to realize that behaviour. An application 

state is a snapshot of an execution of such an application protocol. the protocol lays out the interaction rules; 

application state is a snapshot of the entire system at a particular instant. 

A hybrid RESTful is a class of web services that fit somewhere in between the RESTful web services and the 

purely RPC-style services. These services are often created by programmers who know a lot about real-world 

web applications, but not much about the theory of REST. Anywhere is there is a clear matching on the 

protocol messages in objects it is well classified as RESTful service. An example of a hybrid RESTful48 is the 

Flickr web service:  

http://www.flickr.com/ services/rest?api_key=xxx&method=flickr.photos.search&tags=penguin.  

Despite the “rest” in the URI, this was clearly designed as an RPC-style service, one that uses HTTP as its 

envelope format. It’s got the scoping information (“photos tagged ‘penguin’”) in the URI, just like a RESTful 

resource-oriented service. But the method information (“search for photos”) also goes in the URI. In a RESTful 

service, the method information would go into the HTTP method (GET), and whatever was leftover would 

become scoping information. As it is, this service is simply using HTTP as an envelope format, sticking the 

method and scoping information wherever it pleases.  

This optical illusion happens when an RPC-style service uses plain old HTTP as its envelope format, and when 

both the method and the scoping information happen to live in the URI portion of the HTTP request. If the 

HTTP method is GET, and the point of the web service request is to “get” information, it’s hard to tell whether 

the method information is in the HTTP method or in the URI. Look at the HTTP requests that go across the 

wire and you see the requests you’d see for a RESTful web service. They may contain elements like 

“method=flickr.photos.search” but that could be interpreted as scoping information, the way “photos/” and 

                                                           
47 REST in Practice Hypermedia and Systems Architecture, By Savas Parastatidis, Jim Webber, Ian Robinson, Publisher: 
O'Reilly Media, Release Date: September 2010 
48 RESTful Web Services, By Leonard Richardson, Sam Ruby, Publisher: O'Reilly Media, Release Date: December 2008 

http://www.flickr.com/%20services/rest?api_key=xxx&method=flickr.photos.search&tags=penguin
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“search/” are scoping information. These RPC-style services have elements of RESTful web services. Many 

read-only web services qualify as entirely RESTful and resource-oriented, even though they were designed in 

the RPC style. But if the service allows clients to write to the data set, there will be times when the client uses 

an HTTP method that doesn’t match up with the true method information. This keeps the service from being 

as RESTful as it could be. Services like these are the ones I consider to be REST-RPC hybrids. 

Here’s one example. The Flickr web API asks clients to use HTTP GET even when they want to modify the data 

set. To delete a photo you make a GET request to a URI that includes method=flickr.photos.delete. That’s just 

not what GET is for. The Flickr web API is a REST-RPC hybrid: RESTful when the client is retrieving data through 

GET, RPC-style when the client is modifying the data set. 

5.2.3. Stateless and security 

Both RESTful and Hybrid RESTful service rely on HTTP. This means that they are missing a security. In order 

to maintain the confidentiality and integrity of resource representations is quite recommended to use TLS 

and make resources accessible over a server configured to serve requests only using HTTPS.  

 

Figure 39 - HTTPS capabilities. 

HTTP is a layered protocol. It relies on a transport protocol such as TCP/IP to provide the reliability of message 

transport. By layering HTTP over the TLS (RFC 5246) protocol (HTTPS), which is a successor of SSL, you can 

maintain the confidentiality and integrity of request and response messages without dealing with encryption 

and digital signatures in client and server code (Figure 39).  

TLS can also be used for mutual authentication where both the server and the client can be assured of the 

other party’s identity. For instance, you can use basic authentication to authenticate users but rely on TLS to 

authenticate the client and the server. 

When you use TLS for confidentiality and integrity, you can avoid building protocols for such security 

measures directly into request and response messages. Moreover, TLS is message agnostic. It can be used 

for any media type or request. 

With HTTPS (HTTP over TLS) we are solving confidentiality and integrity but we are still missing another 

fundamental aspect of security that is authentication.   
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When users or services interact with an application they will often perform a series of interactions that form 

a session. A stateless application49 is an application that needs no knowledge of previous interactions and 

stores no session information, it is usually based on an architecture that don’t need user data (see Figure 40). 

Such an example could be an application that, given the same input, provides the same response to any end 

user. A stateless application can scale horizontally since any request can be serviced by any of the available 

compute resources (e.g., EC2 instances, Google cloud functions, AWS Lambda functions). 

 

Figure 40 - A stateless service infrastructure. 

With no session data to be shared, you can simply add more compute resources as needed. When that 

capacity is no longer required, any individual resource can be safely terminated (after running tasks have 

been drained). Those resources do not need to be aware of the presence of their peers – all that is required 

is a way to distribute the workload to them.  

A stateless service implies a stateless authentication. This means, at server side we don’t maintain the state 

of a user. The server is completely unaware of who sends the request as we don’t maintain the state. We can 

achieve the stateless authentication by using JWT (JSON Web Token). Token based approach solves problem 

of traditional approach in which server has to store Ids of Session and relevant data for each individual. One 

of the token based approach is JSON-based Open Standard (RFC 7519)50 known as JWT (Figure 41). 

                                                           
49 Architecting for the Cloud AWS Best Practices February 2016, 
https://d0.awsstatic.com/whitepapers/AWS_Cloud_Best_Practices.pdf , [Last access: December 2017]. 
50 https://tools.ietf.org/html/rfc7519, JSON-based Open Standard (RFC 7519), [Last access: December 2017]. 

https://d0.awsstatic.com/whitepapers/AWS_Cloud_Best_Practices.pdf
https://tools.ietf.org/html/rfc7519
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Figure 41 - Json Web Token authentication for a stateless service 

In this section, we have addressed some key aspects that are related to the implementation of our service 

infrastructure. The microservices architecture based on a RESTful approach, security and authentication for 

stateless service. In the next section the implementation details will be described. 

5.3. Development  

5.3.1. Implementation 

 

Figure 42 - Plan4Act service interface architecture for Smart House living lab. 

For the Plan4Act web interface able to interact with the 3D representation of the Smart House, a hi-scalable 

microservices architecture (Figure 42) based on hybrid RESTful stateless approach on the top of universAAL 

platform with JWT authentication over HTTPS will be implemented. Due to the high fragmentation of 

domotics and IoT technologies the microservices architecture allows to scale the system to new emerging 

technologies when needed with little effort. The hybrid RESTful service model allows to manage service calls 

+ 
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as human readable resources that makes the service easy to integrate and easy to understand while the 

stateless approach makes it robust and scalable at glance. Through universAAL platform a transparent 

interface with the devices already installed into the Smart House that rely on different technologies (WiFi, 

Zigbee, KNX, Bluetooth Smart, etc.) will be implemented. Finally, JWT and HTTS will grant enough level of 

security for a safe control of the Smart House from remote environments. 

JavaSpark microservice framework for building the Plan4Act service interface: 

JavaSpark is a Java based microframework easy to use and lightweight for building web applications with 

minimum fuss. It is inspired by the frameworks like: Sinatra written in Ruby or Express written in Node JS. It 

has a minimalist core providing all the essential features required to build a web application quickly with little 

code. It takes advantages from Lambda expressions feature of Java 8 and Servlet engine. It includes also the 

Eclipse Jetty web server for built in Servlet support but it is possible to run Spark on another web server 

(instead of the embedded jetty server). Through this feature it has the flexibility to use the Servlet Engine of 

the universAAL platform and include JavaSpark as a universAAL bundle or work as a standalone envirnoment 

that connects with the universAAL REST interface for integration into universAAL. 

The programming paradigm of JavaSpark is object/functional/aspect oriented, it does not generate any 

additional files and does not make use of annotations in order to build a microservice app. It is completely 

transparent for developers, it does not need deep knowledge of Java networking for configuration and 

customization of the service. It is especially designed for build REST services, through the inclusion of a set of 

utilities that allow the mapping of HTTP methods (get, post, put, delete, and update) with one line of code.    

Like Express or Sinatra, JavaSpark is based on middleware. The developers can inject software layer as an 

aspect of the application (such as logging, authentication, analytics, etc.) that is executed for the overall 

service. For the Plan4Act service we have used the aspect programming paradigm in order to implement the 

authentication. The authentication layer is injected before the execution of each service call and it provides 

authentication based on JWT. For JWT generation and validation it has been used the Q-Metric open source 

library Spark-Authentication. 

At the moment of the document the definition of the service is still an ongoing process, in the future it is 

possible that further libraries will be included. 

5.4. Results  

The main result we expect to obtain is the service interface described in Figure 42. It will be built in Java 8 

with JavaSpark over universAAL. Within universAAL we are using the bridges described in Table 3 in order to 

allow the connections with the devices available in the Smart House Living Lab. Furthermore, we are working 

on a new bridge (implemented into an Android uAAL IoT gateway) that will allow to provide a service able to 

connect with Bluetooth Smart51 devices. All the details about the code and implementation will be available 

on the GitLab of UPM. 

5.4.1. The protocol 

After the client authentication as described in the steps 1 and 2 of Figure 41, the client is able to send requests 

to the services. The format of the client requests and the expected service responses define the service 

protocol. The protocol will be based on a JSON format that maps a service request able to get or set the state 

                                                           
51 https://www.bluetooth.com/specifications/bluetooth-core-specification, Bluetooth Smart specification  

https://www.bluetooth.com/specifications/bluetooth-core-specification
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of a device. Furthermore, it is foreseen an extension of the protocol that will allow sematic query in SPARQL, 

the control of the analogic devices and devices with multiple controls will also be included. Initially, for 

Plan4Act only ON/OFF devices are required. In the following figures are described the protocol message 

objects: the request object (Figure 43), and the response object (Figure 44). 

{      

    "version":"string/enum[mercury, venus, earth, etc..]",  

    "sequence_number":"int/random number/optional", 

    "timestamp":"long/Date/optional",     

    "cmd" : "string/enum[getstatus, setstatus, ..]", 

    "device_id":"string",  

    "device_name":"string/enum[door1, door2, blind, light1, etc...]", 

    "value":"string/optional [true/false] required when cmd=setstatus", 

    "extensions": "JSON Object, for future usage/optional"  

} 
Figure 43 - Protocol overview, request object schema. 

The request object contains the following fields: 

 version: this field identifies the version name; we decided to use the planets of solar system in order 

to versioning the service;  

 sequence_number: this is an optional value for mercury versions and required for the higher 

versions. As the service is stateless and from venus version allowing parallel connection, it is required 

in order to associate a response to a request. It means that the response for a request with sequence 

number x will have sequence_number x. The client is in charge to generate different 

sequence_number for the different requests performed;  

 timestamp: the date of the request in milliseconds from 1st January 1970;  

 cmd: the identifier of the function to request, for Plan4Act only set/get device status are required; 

 device_id: a machine-readable identifier of a device; 

 device_name: a human-readable identifier of a device; 

 value: when the cmd field is set, it contains the new requested state of the device. This is ignored 

otherwise; 

 extensions: it will contain further JSON objects for future usages. 

{ 

    "version":"string/enum[mercury, venus, earth, etc..]", 

    "sequence_number":"int/random number/optional", 

    "timestamp":"long/Date/optional ",        

    "cmd" : "string/enum[getstatus, setstatus, ..]", 

    "code" : "integer/enu[200,400,...]", 

    "description": "string", 

    "device_id":"string",  

    "device_name":"string/enum[door1, door2, blind, light1, etc...]", 

    "value":"string/optional [true/false] required when code=200", 

    "extensions": "JSON Object, for future usage/optional"   

} 
Figure 44 - Protocol overview, response object schema. 
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The response object will be set in agreement to the corresponding request and it will contain the following 

fields: 

 version: this field identifies the version name; we decide to use the planets of solar system in order 

to versioning the service;  

 sequence_number: this is an optional value for mercury version and required for the higher versions. 

As the service is stateless and from venus version allowing parallel connection, it is required in order 

to associate a response to a request. It means that the response for a request with sequence number 

x will have sequence_number x. The client is in charge to generate different sequence_number for 

the different requests it performs;  

 timestamp: the date of the response in milliseconds from 1st January 1970;  

 cmd: the identifier of the function to be performed; for Plan4Act only setstatus/getstatus device 

status are required;  

 code: it identifies success or error in the requested operation of the requested object. 200 represents 

a success state, 400 an error state regarding the input data, 500 internal server errors. Note that all 

the error states will be described in the documentation of the code;  

 description: a human-readable description of the performed action;  

 device_id: a machine-readable identifier of a device; 

 device_name: a human-readable identifier of a device; 

 value: it contains the value representing the state of device; 

 extensions: it will contain further JSON objects for future usages. 

As shown in Figure 41, the exchange of request and response object messages is divided into two steps – 

step 3: the client sends the request; step 4; the service sends back to the client a response about the result 

of the performed action. At the moment of the document the encoding of the message inside the HTTP 

message is still not ready. We will follow an encoding based on either query string though a GET HTTP 

message or based on JSON string inside a body of a POST HTTP message. 

5.4.2. The client lib for FPGA 

In order to provide full interoperability with WP3, we developed a Python 2.7 client library over Linux 

Ubuntu 14.0 allowing to perform easy testing on the embedded environment.  

The library includes the configuration and the communication processes with the service by a set of functions 

which should not change along the lifetime of the project. Based on this, the update of the protocols, remote 

procedures, and inclusion of new devices will be completely transparent for the embedded device from WP3.  

5.4.3. Overview of the embedded dual-core FPGA platform 

To communicate with the Smart House Living Lab services, the hardware platform from WP3 must comply 

with the designed functional requirements defined by Layer 7 of the OSI (Open Systems Interconnection) 

model. This implies that the hardware platform is required to support Internet protocols such as HTTP or 

HTTPS. Consequently, the hardware platform needs to support an embedded operating system like 

embedded Linux, which can support services of application layers in an easy way. Aside from that, decoding 

of predictive neural spiking signals for the proactive Smart House control is an essential real-time task and 

also the computational complexity of the underlying neural network algorithm is expected to be pretty high 

in terms of DSP (Digital Signal Processing) operations. This implies that the hardware platform has to support 
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an embedded Linux in conjunction with a pool of hardware logic circuits for customized accelerated hardware 

for the implementation of the algorithm. 

 

Figure 45 - Overview of whole system HW/SW architecture 

As a starting point, SDU decided to adopt the ZYBO (ZYnq BOard) platform as shown in Figure 45 as hardware 

prototyping platform in the first stage. ZYBO is a feature-rich, ready-to-use, entry-level and los cost 

embedded software and digital circuit development platform built around the smallest member of the Xilinx 

Zynq-7000 family, the Z-7010. It is based on the Xilinx All Programmable System-on-Chip (AP SoC) 

architecture, which tightly integrates a dual-core ARM Cortex-A9 processor running at 650MHz with Xilinx 7-

series Field Programmable Gate Array (FPGA) logic. Because ZYBO is coupled with the rich set of multimedia 

and connectivity peripherals available, the Zynq Z-7010 can accommodate a whole embedded system design. 

The on-board memories, video and audio I/O, dual-role USB, Ethernet, and SD slot will have the design up-

and-ready with no additional hardware needed.  

The hardware architecture of the Z-7010 FPGA used on the ZYBO board is shown in Figure 46. The processing 

system (PS), shown in grey, is composed of a dual-core Cortex-A9 processor running at 650MHz together 

with a memory subsystem including a DDR3 memory controller with 8 DMA channels, 512MB x32 DDR3 with 

1050Mbps bandwidth and 256KB On-Chip Memory (OCM). The embedded Linux targets to being executed 

over the PS system. Another vital part of Z-7010 FPGA shown in Figure 48 is the SRAM-based field 

programmable gate array logic, shown in yellow. It is equivalent to an Artix-7 FPGA in terms of capacity of 

4,400 logic slices, each with four 6-input LUTs and 8 flip-flops, 240 KB of fast block RAM, 80 DSP slices and 

the internal clock speed exceeding 450MHz. SRAM-based FPGA means the functionality of hardware can be 

changed via reconfiguration supported by Xilinx EDA (Electronic Design Automation) flow. Thus, the SDU 

hardware team can reuse the part for exploration of different implementations of neural networks for the 

proactive smart house control to save NRE (Non-Recurring Engineering) cost. Finally, the ZYBO features a 

10/100/1000 Ethernet port for network connection which paves the important road to communicate with 

the Smart House. 
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Figure 46 - Block Diagram of Z-7010 FPGA in ZYBO  

5.4.4. The test result of WP3-WP4 interface over embedded dual-core FPGA platform 

According to the aforementioned requirements of the Smart House Living Lab services interfaces, UPM 

delivered three test vehicles, which mimic and emulate the real behaviours of the Smart House Living Lab 

services interfaces, to the SDU hardware team. The target objectives of the three emulated test vehicles are 

to perform interfaces interoperability test (IOT) between the neural network embedded hardware platform 

and the Smart House Living Lab to expose potential final integration issues earlier for securing the success of 

the project.  

Table 4 depicts the test requirements of the WP3-WP4 interfaces. Android Mock Server TR-01 covers the 

Java environment that UPM must use in order to later include the universAAL platform into the project. The 

Google Cloud TR-02 covers the case of an HTTPS connection with a standard certificate that are not self-

signed, UPM are exploring this option for the deployment of the server on a public network. Thus, the test 

with the Android mock server and Google Cloud are related to the connection with the services of the real 

living Lab. For the 3D simulator TR-3, the simulator environment is intuitive and demonstrative to be 

reviewed and explained to the public and others. 
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Test 
requirements 

Code 
Test 

Status 
Description 

Android Mock 
Server 

TR-01 

 
 

PASS 

Initial option to wrap the Smart House Living Lab services interfaces as an 
Android mock server app by UPM team. Thus, it can perform the connection 
service access test over neural network accelerated embedded platform by 
SDU team. Also, the item is related to the connection with the services of the 
real living Lab. 

Google Cloud 
Mock server 

TR-02 

 
 

PASS 

Extra option to put the Smart House Living Lab services interfaces into Google 
Cloud Mock server by UPM team. Thus, it can perform the connection service 
access test over neural network accelerated embedded platform by SDU 
team. Also, the item is related to the connection with the services of the real 
living Lab. 

3D simulator TR-03 

 

PASS 

Additional option to integrate the Smart House Living Lab services interfaces 
into 3D simulator by UPM team. Thus, it can perform the connection service 
access test and animated behaviour of Smart House control over neural 
network accelerated embedded platform by SDU team. 

Table 4 – Test requirements of interface between WP3 and WP4. 

For our test setup, there is both a neural network embedded hardware platform and an emulated test vehicle 

of the Smart House interfaces connected through the internet. The python test client, which executes the 

real control of corresponding action sequence after a fake decoding performed by the neural hardware, runs 

over the Ubuntu Linux on the embedded hardware platform as shown in the Figure 47 whole system 

overview. The TR1 and TR3 are executed over another tablet and laptop separately which emulate the entity 

of the Smart House Living Lab as shown in Figure 48. In addition, the TR2 runs over the laptop and it directly 

communicates with the Google Cloud Server via the Internet.  

All three test items are PASS indicating that the SDU's embedded hardware platform can control the target 

entity of the Smart House Living Lab. Figure 49 demonstrates the created testbed of the interfaces testing at 

SDU. For TR-2, the certification had to be turned off. However, for our needs we can still maintain an 

adequate level of security. 

 

Figure 47 - Overview of whole system HW/SW architecture 
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Figure 48 - Block diagram of test setup 

In addition, given TR-3 as an example, the test client can successfully control the action sequences of the 

Smart House control as shown in Figure 50. The left figure of Figure 50 is the initial state of the Smart House 

with all facilities being in the closed state. The right figure illustrates the completion of an action sequence 

for the Smart House with the facilities being in the open state. Thus, we have successfully shown that the 

interfaces between WP3 and WP4 behave as expected via the above described testing. 

 

 

Figure 49 - Testbed of WP3-WP4 interfaces testing 

 

Android Mock 
Server App 

Python test 
client 

3D simulator 
over Laptop 
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Figure 50 - Sample test result of controlling the TR-3 3D simulator 

6. Conclusions 
The present report (D4.1) shows our first parts of the work to map between the Smart Cage and the Smart 

House and the implementation of the remote connectivity of WP4. All aspects relevant to the Smart House 

interface, interactions, and connectivity have been analysed. This includes the description of the Smart Cage 

development, the specification of the requirements needed for the interaction between the Smart Cage and 

the Smart Box, the design and implementation of the Smart House 3D simulation, the Web client interface 

to generate a sequence of actions and that allows interaction with the Smart House 3D simulation, and finally, 

the description of the used protocol for connectivity with the real Smart House devices. 

In addition, SDU has ported the test clients of the smart house interfaces on the embedded dual-core FPGA 

platform and conducted a series of tests, planned to validate the compatibility of the communication with 

the smart house interfaces. All test results proved that the embedded dual-core FPGA platform developed 

by SDU meets and is in compliance with the target requirement of the smart house interfaces designed by 

UPM. Thus, with the here-presented work, we are confident that we can reach our project’s main goal of a 

direct control of the Smart House via spiking activity patterns. 

 

Be Aft


